Computer Security

Chodzi lisek koto drogi,
Nie ma reki ani nogi,
Kogo lisek przyodzieje,

Ten sie nawet nie spodzieje




From the news

»

Canada, U.S. issue joint alert on 'ransomware' after hospital attacks

San Diego-based Alvarado Hospital Medical Center was hit by a
"malware disruption” on March 31, the San Diego Union-Tribune
reBorts. A spokesperson for the 306-bed hospital confirmed the
cyber attack, but would not say which systems had been affected.

The most well-documented ransomware incidents have hit the
medical industry. Hollywood Presbyterian Medical Center in Los
Angeles paid 40 bitcoins —-- about $17,000 —- to decrypt its files.

Four weeks later, Methodist Hospital of Henderson, Kentucky, said a
piece of ransomware known as Locky infected its systems, according
to computer security writer Brian Krebs. The hospital did not pay a
ransom but was able to restore its systems, according to a local news
report.

Adobe Systems Inc issued an emergency update on Thursday to its
widely used Flash software for Internet browsers after researchers
discovered a security flaw that was being exploited to deliver
ransomware to Windows PCs.




Computer Security

Glossary

Computer Malware
Viruses
Trojan Horses
Spyware
Ransomware

Phishing
Spoofing
Drive-by download ( drive by installation)

Virus and Spyware definition file
Zero Day Attack




»

»

Backups, Backups , Backups.

The only 100% protection from ransomware .
Disconnect the backup media

Updates, Patching

Windows updates
Adobe flash

- set to automatic.

- always from Adobe site

this week emergency update to Flash version 21_0_0_213
check here :C:\windows\System32\Macromed\Flash - for IE

oron the Web Site:

&« C fi [ www.adobe.com/software/flash

Adcbe Flash Player is the standard for delivering high-impact, rich Web content.
Designs, animation, and application user interfaces are deployed immediately across

all browsers and platforms, attracting and en

gaging users with a rich Web experience.

The table below contains the latest Flash Player version information. Adobe
recommends that all Flash Player users upgrade to the most recent version of the

player through the Player Download Center t

Platform Browser

o take advantage of security updates.

Windows Internet Explorer - ActiveX

Internet Explorer |

embedde:

Edge (embedded -

Windows 8.1) - ActiveX
Windows 10) - ActiveX

Firefox, Mozilla - NPAPI

Chrome (embedded)

Opera, Chromium

-based browsers - PRAPI

G il =

Version Information
You have version

21,0,0,216 installed
—_—

Player version

Protection


http://www.adobe.com/software/flash/about/
http://www.adobe.com/software/flash/about/

UAC User Access Control

It is annoying , but put it on
In Control Panel select “User Accounts” and “ Change User Account Control settings”
Move the pointto “Always notify”

'@' User Account Contrel Settings [ =

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
Tell me more about User Account Control settingsd

Always notify
—Ea- Always notify me when:

®  Programs try to install software or make changes to
my computer

® [ make changes to Windows settings

@ Recommended if you routinely install new software
— - and visit unfamiliar websites,

Mever notify




User Accounts

Create a spare user account and put in Administrators group.

If Your account gets corrupted ( for example by a computer malware ) use the spare admin account to
log on to computer and create a new profile .

Manually copy the personal files from the corrupted profile to the new one.
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File Edit View Tools Help
Organize * Include in library = Share with + Burn = =~ O @
i MName : Date modified Type Size
AppData 4/12/16 9:13 PM File folder
@ Application Data 2/17/129:45 AM File folder
i3 Contacts 2/17/12 3:45 AM File folder =
7 Cookies 2/17/12 9:45 AM File folder
i Desktop 4/12/16 3:28 PM File folder
. Downloads 4/15/16 3:24 PM File folder
i+ Favorites 3/03/16 10:11 AM File folder
—m____ 2/11/1611:51 AM File folder
= @ Local Settings 2/17/123:45 AM File folder
\. Lync Recordings 10/19/1211:17 AM  File folder
| My Documents 4/15/16 4:06 PM File folder
& MyDocuments 2/17/12945AM  File folder
,.I'r My Music 1/30/15 9:51 PM File folder
=| My Pictures 4/03/16 8:35 PM File folder
g My Videos 4/02/16 7:34 PM File folder
@ MetHood 2/17/123:45 AM File folder
< |lmz |ﬂ. L T o, WA '\f"l-lrl:‘l-!r.'-l-l.r-l ARA | W o [ gy ;
44 items
sl
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MS Office configuration

Disable Macros.

Create\Add Trusted Locations

In MS Word select : File \ Options \ Trust Center \ Trust Center Settings .
Select “ Disable all macros with notification “

— — e ——

Trust Center

Trusted Publishers
Macro Settings

Trusted Locations
Disable all macros without notification

Trusted Documents @ Disable all macros with notification
Add-ins Disable all macros except digitally signed macros

Enable all macros (not recommended; potentially dangerous code can run)
ActiveX Settings

It rtings Developer Macro Settings

Protectad View |:| Trust access to the VBA project object model

Message Bar

—————
Trust Center v - ' &Iﬂ

Trusted Publishers

Trusted Locations

Trusted Locations

Warning: All these locations are treated as trusted sources for opening files, If you change or add a location, make sure

Trusted Documents that the new location is secure,

Fath Description Date Modified =

Add-ins User Locations

O AppData\Roaming\Microsoft\Word'\Startupt,  Word 2010 default location: StartUp
ChochvAppDatatRoaming ' Microsoft\ Templates', Waord 2010 default location: User Templates
Macro Settings ChProgram Files\Microsoft Office\Templates', Waord 2010 default location: Application Templa...

ActiveX Settings

11
d some “trusted Locations .




Log on as regular user , not the administrator

Folder permissions on network drives
Never use “Full Control” and try to limit “modify “ permission

Software Restriction Policy

Disable PowerShell !
Location : C:\Windows\System32\WindowsPowerShell\v1.0

T Local Security Palicy ~ - vy =NREN X

- A i

File Action View Help
= 76 = -

T Security Settings Object Type
+ & Account Policies

| Security Levels

- ) ) ) | Additional Rules
|| Windows Firewall with Advanced Security H

I
| Network List Manager Policies 2| Enforcement
» || Public Key Policies
4| | Software Restriction Policies
| Security Levels
| Additional Rules
+ [ Application Control Policies
> @ IP Security Policies on Local Computer
» | Advanced Audit Policy Configuration

+ 4 Local Policies

iof

oiz| Designated File Types

1o

oio) Trusted Publichers

Protection



»  Anti-virus software - configuration
DEMO - Endpoint Protection. Turn on real-time protection. Schedule full scan

E System Center Endpoint Protection I - ‘

PC status: Protected

® For your protection, some settings are managed by your security administrator.

Scheduled scan ) )
Default actions Turn on real-time protection (recommended)

. = Real-time protection alerts you whenever malicicus or potentially unwanted s
Real-time protection attempts to install itself or run on your PC.
Excluded files and lecations
Excluded file types
Excluded processes
Advanced
MAPS

Scan all downloads
Scan files and attachments that you download from the Internet,

Monitor file and program activity on your computer

Menitor all files

Enable behavior manitaring
Check for certain patterns of suspicious activity.

- o T —— - -

E System Center Endpoint Protection

PC status: Protected

® For your protection, some settings are managed by your security administrator.

| Anti-virus Software

Default actions Bun a scheduled scan on my PC (recommended)

Real-time protection . =
Excluded files and locations £an type: i

) e —
Excluded file types When: o

Excluded processes

Advanced
MAPS

Around: 12:00 PM




Malwarebites . Great tool for one time scanning, it does not replace anti-virus software.

https://www.malwarebytes.org
https://www.malwarebytes.org/mwb-download/thankyou/ download the free version.

M Malwarebytes Anti-Malware Home (Free) 2.2.1.1043 =DaEN X

Malwarebytes

ANTI-MALWARE ACTIVATE

DASHBOARD

Threat Scan

© ©

Check for Pre-Scan Scan Scan Startup Scan Scan File Heuristic
Updates Operations Memory Files Registry System Analysis
Currently Scanning: Fre-Scan Operations

Objects Scanned: 0

Time Elapsed: 00:01:24

Detected Objects: 0

Protect your business data and endpoints
-9 Malwarebytes business products deliver our famous protection, with a central management console, to your office.

2 Request a free trial




TDSKiller from Kaspersky Lab
Kaspersky TDSSKiller from Kaspersky Lab is a free utility that detects and removes rootkits and rootkit-like
anomalies.

http://usa.kaspersky.com/downloads/TDSSKiller

[——

| T— |

Kaspersky TDSSKiller

Antirootkit utility Al Report

Ready to scan

This utility is designed to detect and remove known rootkits (such as TDSS,
SST, Pihar, ZeroAccess, Sinowal, Whistler, Phanta, Trup, Stoned, RLoader,
Cmoser, Cidox), and rootkit-like anomalies.

A reboot might require after disinfection.

Please, save all opened documents before scan.

€3 Change parameters

About Full protection against malware


http://usa.kaspersky.com/downloads/TDSSKiller
http://usa.kaspersky.com/downloads/TDSSKiller

Folder Option “ Show hidden files, folders and drives. DEMO

Manually detect and remove malware:
Check the locations for any strange *.exe or

C:\ProgramDatal..
C:\Users\****\ AppDat...
C:\Users\****\Downloads

Delete temp and cached files.
C:\Users\****\ AppData\Local\Temp\.....

*_dll files :

Folder Options

| General | View |Search|

Folder views

You can apply the view (such as Details or lcons) that

you are using for this folder to all folders of this type.

Apply to Folders Reset Folders

Advanced settings:

Files and Folders
[] Atways show icons, never thumbniails
Dizplay file icon on thumbnails
Display file size information in folder tips
[] Display the full path in the title bar {Classic theme only)
Hidden files and folders
(2) Dont show hidden files, folders, or drives
@ Show hidden files, folders, and drives
[] Hide empty drives in the Computer folder
[ Hide extensions for known fils types
[] Hide protected operating system files (Recommended)
[] Launch folder windows in a separate process

C:\Users\****\ AppData\LocalLow\Sun\Java\Deployment\cache
C:\Users\****\ AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5
C:\Users\****\AppData\Local\Google\Chrome\User Data\Default\Cache

m

Malware Removal



What Is running on Computer 7?7?

» Task Manager

» Sysinternals tools downloaded from
https://technet.microsoft.com/en-us/sysinternals /bb842062

» Autoruns

= | B et

= Autoruns - Sysinternals: www.sysinternals.com

File Entry Options Help

FEEY EL s

|’~ﬂ KnownDLLs | a Winlogon | ﬂ Winsock Providers I \:é Print Maonitors | @ LSA Providers I_'_-'." Metwork Praviders | ﬁ WMI | B Sidebar Gadgets | I] Office
T Everything |é Logon | “J Esplorer | #& Internet Explarer ||]ﬂ Scheduled Tasks |% Services | Drivers ||§| Codecs | = Boot Execute | [ image Hijacks | |%) appInit

Autorun Entry Description Publisher Image Path Timestamp WirusTotal
i ﬁ HELM S oftware\Microzofth\Windows\CurentVersionhE xplorer’Browser Helper Objects /0615 4:21 PM
| %) Groove GFS Browser Helper ticrozoft SharePoint Works... Microzoft Corporation o hprogram fileshmicrozoft of... 3/08,/13 8&:09 P
%) Javaltm] Plugn 2 S5V Helper Jawa[TH] Platform SE binary  Oracle Corporation chprogram fileghjavahjreb... 4/04/13 827 A
! %/ Javaltm] Plug-n S5Y Helper Jawa[TH] Platform SE binary  Oracle Corporation chprogram fileghjavahjreb... 4/04/13 827 A
%/ Office Document Cache Handler ticrozoft Office Document ... Microzoft Corporation c:hprogram fileshmicrosoft of... 12713 4:06 PM
i %/ Skype for Business Browser Helper Skype for Business Microzoft Corporation c:hprogram fileshmicrosoft of .. 101315 5:04 A
| 1% Windows Live ID Sigrdin Helper ticrozoft® Windows Live | Microzoft Corp. c:hprogram fileshcomman Al 3/28/11 11:32 PM
ﬁ HE.LM4Software'Microsofth nternet ExplarersE stensions 8/20/15 1:57 P
%] OreMote Linkked MNotes Microzoft OneMote Intermet . Microsoft Corporation c:wprogram fileshmicrosoft of .. 101315 7:38 AM
| %[ Sebnd to OneMate icrozoft Ornetlote Internet . Microsoft Corparation c:hwprogram fileshmicrosoft of . 101315 7:38 AM
%/ Skype for Business Click to Call Skype for Business Microzaft Corparation c:wprogram fileshmicrosoft o 10/13/15 5:04 A
%] SunJava Console Jawa[TH] Platform SE binary  Oracle Corporation c:hprogram fileshjavatjressb . 4/04/13 8:27 A

m



https://technet.microsoft.com/en-us/sysinternals/bb842062
https://technet.microsoft.com/en-us/sysinternals/bb842062
https://technet.microsoft.com/en-us/sysinternals/bb842062
https://technet.microsoft.com/en-us/sysinternals/bb842062

Process Explorer

¥ Process Explorer - Sysinternals: www.sysinternals.com [APOTEX\rlach]

= | E -

File Options View Process Find DLL Users Help
FIEE =R X _=_—
Process PID  CPU Private Bytes Working Set  Description Compary Name
@WINWDHD.B(E 1280 037 78,008 K 64,384 K Microsoft Word Microsoft Corporation
(ia Snipping Tool exe 6344 1.36 3904 K 8,240 K Snipping Tool Microsoft Corporation
méjnotepad.eme 4332 1,708 K 728 K Notepad Microzoft Corporation
|notepad exe 6B60 135 K 720 K Notepad Microsoft Corporation
P |POWERPNT EXE 4720 223 74132 K 71,500 K Microsoft PowerPoint Microsoft Comparation
Iynic exe 8616 037 235536 K 116,752 K Skype for Business Microsoft Corporation
= | 0|OUTLOOK EXE 6284 112 141,500 K 52,796 K Microsoft Outlook Microsoft Comparation
[eporese S 074 1268%K  33264Kiemel Gporr Hlcmsof Coporatn |
@B{CEL.EXE 4788 15,212K 11,012 K Microsoft Excel Microsoft Corparation
“Q ROCMan exe 4272 037 172824 K 117 444 K RDCMan Microsoft Comporation
metsc exe 4543 037 32084 K 34,600 K Remote Desliop Connection  Microsoft Corporation —
Jnotepad.ame 3384 1712 K 2,996 K Notepad Microsoft Comporation =
metsc exe 7863 15012 K 11,788 K Remote Desldop Connection  Microsoft Corporation
Jnotepad.ame 420 1352 K 3672 K MNotepad Microsoft Carporation B
= G‘ chrome exe 9056 85924 K 100,112 K Google Chrome Google Inc.
& chrome exe 10056 1,768 K 3,804 K Google Chrome Google Inc.
G‘ chrome exe 8764 1.904 K 4 460 K Google Chrome Google Inc. -
Mame Description Company Name Version Il
ssv .l Java(TM) Platform SE binary Oracle Corporation 1021211 ‘E |
ipZssv dil Java(TM) Platform SE binary Oracle Comoration Mm21211 s
ienplore exe Intemet Bxplorer Microsoft Corporation 8.0.7600. 16968
ritll dll NT Layer DLL Microsoft Corporation 6.1.7600.16385
lkeemel32.dll Windows NT BASE API Client DLL Microsoft Corporation 6.1.7600.16850
KERNELBASE.dIl Windows NT BASE AP Cliert DLL Microsoft Corparation 6.1.7600.16850
ADVAPIZZ2dI Advanced Windows 32 Base AFI Microsoft Corporation 6.1.7600.16385
mevert.dil Windows NT CRT DLL Microsoft Corporation 7.0.7600.169530
sechost dil Hast for SCM/SDDLALSA Lookup APls Microsoft Corporation 6.1.7600.16385
RPCRT4dI Remate Procedure Call Runtime Microsaoft Comporation 6.1.7600.16385
USER3Z dil Multi-User Windows USER AP Client DLL Microsaoft Comporation 6.1.7600.16385
GDI32 dIl GDI Cliert DLL Microsoft Comparation 6.1.7600.16385
LPE dll Language Pack Microsoft Corporation 6.1.7600.16385
USP10dI Uniscribe Unicode script processor Microsoft Corporation 1.626.7600.16385
SHLWAPLdI Shell Light-weight Liility Library Microsoft Corporation 6.1.7600.16385
SHELL3Z dll Windows Shell Commaon Dil Microsoft Corporation 6.1.7600.16385
oled2 dl Microsoft OLE for Windows Microsoft Corporation 6.1.7600.16385
iertutil dll Run time wtility for Intemet Explorer Microsoft Corporation 8.0.7600.16968
uriman dil (OLE3Z2 BEdensions for Win32 Microsoft Corporation 2.0.7600.16968
WININET dll Intemet Bxtensions for Wind2 Microsaoft Comporation 8.0.7600.16968 i
QLEAIT2 Al Wirrnsnft Crmarstion 61 7800 16727
CPU Usage: 1043% Commit Charge: 66.17% Processes: 92 Physical Usage: 72.93%

A



How to manually remove malware

»  Simply remove the *,.exe or *,dll file .Usually does not work.
» Kill the process and try to remove it again, still does not work .
» Remove the process from start -up (Autoruns utility )

» Rename the malware files, change the extensions.
Often the malware files are re-created . If the file are re-created with the same name
create folder with the same name . Use DOS script.
Del malware.exe
MD malware.exe.

» Restart the PC




